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Secondary Sanctions to Curtail the Financing of the Islamic State
Jimmy Gurulé T he Islamic State is the wealthiest terrorist organization in the world. 1 It is estimated that the terror group has an annual budget of over $2 billion to finance its goal of establishing an Islamic or caliphate state. 2 Flush with funds, it has acquired and controls large swaths of territory in Iraq and Syria, and has extended its reach into Afghanistan, Algeria, Egypt, Libya, the North Caucasus, northern Nigeria, Pakistan, the Philippines, Saudi Arabia, and Yemen. 3 At the organizational level, the Islamic State needs money to recruit, train, and pay terrorist fighters. 4 It also needs funding to purchase vehicles, weapons, ammunition, equipment, and explosives. The Islamic State exploits social media-most notoriously Twitter-to disseminate its propaganda across the globe in order to recruit and radicalize new followers. A recent report published by the Brookings Institution states that by virtue of its large number of supporters and highly organized tactics, the Islamic State has been able to exert an outsized impact on how the world perceives it, by disseminating images of graphic violence (including the beheading of Western journalists and aid workers and more recently, the immolation of a Jordanian pilot), while using social media to attract new recruits and inspire lone actor attacks. 5 According to the report, the number of Twitter accounts used by supporters of the Islamic State between September 2014 and December 2014 is conservatively estimated at 46,000. 6 In short, the Islamic State needs money to sustain its global social media campaign and finance other terrorist-related activities.
Unfortunately, the US government's efforts to curtail the funding of the Islamic State have been largely ineffective. The government must adapt to the terrorist financing challenges posed by the Islamic State. More specifically, it should impose secondary economic sanctions on foreign companies that enable the Islamic State to refine and sell oil on the black market, rather than merely impose primary sanctions that prohibit US persons from doing business with the terrorist organization and require US banks to freeze terrorist-related assets located in the United States. While the international community may claim that imposing US sanctions on foreign entities operating abroad violates principles of foreign sovereignty, such extraterritorial sanctions are lawful under international law. This article will discuss existing legislation used to curtail the financing of the Islamic State, the value of imposing secondary sanctions against the terrorist group, and concerns regarding the extraterritorial application of US sanctions. 
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. 11 In coordination with the Department of State and Department of Justice, OFAC identifies persons and entities for designation as SDGTs and targets of asset freezes. 12 Blocking terrorist-related assets is an administrative, rather than a criminal, action. As such, the designation does not require that the party be criminally prosecuted or even charged with committing acts of terrorism. Because SDGT designations are administrative in nature, the government is not required to satisfy the criminal standard of proof beyond a reasonable doubt. Instead, an individual may be designated an SDGT and his assets frozen if there is "reason to believe" that he may have engaged in activities that violate E.O. 13224. 13 Once a designation is made pursuant to E.O. 13224, OFAC provides notice of blocking actions by issuing press releases, by updating its webpage, and by publishing a notice in the Federal Register. 14 Designation as an SDGT has several important legal consequences. First, all property and interests in property of SDGTs that is located in the United States must be blocked. 15 Second, US persons are prohibited from entering into any transaction with or otherwise dealing in such blocked property. 16 Specifically, E.O. 13224 § 2(A) prohibits any US person from "making or receiving . . . any contribution of funds, goods, or services to or for the benefit of " SDGTs. Third, severe civil and criminal penalties may be assessed for violating E.O. 13224. 17 Ultimately, the purpose of E.O. 13224 is to isolate these designated terrorists and their sponsors from the US financial system and prevent their assets that are Blocking terrorist-related assets is an administrative, rather than a criminal, action. subject to US jurisdiction from being used to finance future attacks.
Initially, E.O. 13224 designated twelve individuals and fifteen entities identified in its Annex as SDGTs. 18 To date, the number of SDGTs has grown to approximately 1,000 individuals and entities.
19 E.O. 13224 has been the centerpiece of the US government's efforts to deprive al-Qaeda and other terrorist organizations of funding. Most recently, E.O. 13224 has been used against the Islamic State.
E.O. 13224 has been an effective tool in stemming the flow of funds to al-Qaeda, which largely relies on support from external donors and corrupt charities that often have assets in the United States subject to blocking. However, the Islamic State poses a different terrorist financing challenge. Unlike, al-Qaeda, the Islamic State is primarily self-funded. It obtains the vast majority of its revenue from (1) oil and gas sales, (2) extortion and taxation, (3) kidnapping for ransom, (4) looting banks, (5) selling stolen antiquities, and (6) human traffickingthat is, selling young girls and women as sex slaves. 20 Despite recent military air strikes aimed at destroying the infrastructure used by the Islamic State to pump Syrian oil and the recent decline in global oil prices, the terror group continues to generate as much as $200 to $500 million a year from the sale of oil. transactions with Iran. Before the passage of CISADA, US persons were prohibited from conducting business with Iran. CISADA expanded the scope of prohibited activities to include efforts by foreign companies to (1) sell, lease, or provide to Iran any goods, services, technology, information, or support that would allow Iran to maintain or expand its petroleum refineries and (2) to supply refined petroleum products to Iran.
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CISADA also sanctioned any activity that "directly and significantly" assists Iran in either developing its oil-refining capacity or obtaining refined petroleum.
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When a foreign company violates CISADA, the President must impose at least three different types of economic sanctions against the violating company. CISADA also expanded the list of available sanctions, previously authorized by the Iran Sanctions Act, from six to nine. 29 The newly added sanctions include prohibitions against (1) foreign exchange transactions subject to US jurisdiction; (2) transfers of credit or payment between, by, through, or to financial institutions subject to US jurisdiction; and (3) transactions or exercise of any right, power, or privilege with respect to property subject to US jurisdiction. 30 Legislation similar to CISADA should be enacted by Congress to authorize the imposition of secondary economic sanctions against any foreign firms contributing to the maintenance and development of the Islamic State's oil and gas infrastructure. While US military air strikes have damaged oil refineries in Syria, significantly reducing the Islamic State's income from the sale of Syrian oil, the terror group should be prevented from repairing and rebuilding these damaged oil facilities with the assistance of foreign firms. To this end, secondary sanctions should be statutorily imposed on any foreign entity assisting the Islamic State in these repair efforts by selling parts or providing technological support or services. Economic sanctions should also be imposed on foreign companies transporting oil from territories controlled by the Islamic State in Syria and Iraq, as well as foreign entities purchasing such oil.
If any of the foreign companies contributing to the Islamic State's energy sector are conducting business with the United States, the imposition of secondary sanctions could be costly. The economic sanctions could substantially exceed the profits generated by these companies for assisting the Islamic State in maintaining its oil refineries and distributing Syrian and Iraqi oil on the black market.
E.O. 13224 has limited application to foreign companies doing business with the Islamic State. The use of secondary sanctions, on the other hand, would directly punish these foreign firms and deter them from providing services, equipment, and technology to the terrorist group to refine, distribute, and sell stolen Syrian oil and generate enormous profits. Under § 1(d)(i) of E.O. 13224, US persons are prohibited from "provid[ing] financial, material, or technological support for or financial or other services to or in support of " SDGTs. The Islamic State has been designated an SDGT. 31 While US persons are prohibited from engaging in commercial transactions with the Islamic State, E.O. 13224 does not apply to foreign firms. The sanctions available under E.O. 13224 would apply only if the foreign entities assisting the Islamic State were designated as SDGTs and had property in the United States subject to blocking.
The legislation being proposed in this article would allow secondary sanctions beyond what is currently permitted under E.O. 13224. Regardless of whether a foreign firm holds property within the United States or is designated as an SDGT, if the foreign entity does business with the Islamic State it would be subject to a wide array of economic sanctions similar to those authorized against foreign businesses assisting Iran in developing its oil-refining capacity. Furthermore, a CISADA-type of legislation would provide the president with a more nuanced set of punitive measures for sanctioning those foreign enterprises doing business with the Islamic State.
The Extraterritorial Application of US Economic Sanctions
Secondary sanctions imposed by the United States have proved highly controversial "because of broad claims that they are illegally 'extraterritorial' in purpose and effect." 32 However, the law of nations permits the exercise of extraterritorial jurisdiction under five general principles: territorial, national, protective, universality, and passive personality. 33 The Restatement (Third) of Foreign Relations Law recognizes four principles of extraterritorial jurisdiction: (1) the "territorial principle"-when conduct takes place in, or is intended to have effects within, the territorial borders of the country; 34 (2) the "nationality principle"-jurisdiction when the perpetrator is a national of the asserting country; 35 (3) the "protective principle"-jurisdiction when acts are directed at the integrity or national security of the asserting country's government; 36 and (4) the "universal principle"-jurisdiction over enumerated crimes so heinous that they are universally condemned by all nations. 37 The "passive personality principle," which allows jurisdiction over conduct committed abroad against the asserting state's citizens, is not officially recognized by the Restatement, but has found increasing support in the international community.
The protective principle permits the imposition of economic sanctions against foreign firms helping the Islamic State sustain, rebuild, or develop its oil infrastructure.
Under the protective principle, jurisdiction is based on whether the national interest or national security of the asserting country is threatened or injured by conduct outside that nation's territory. 38 The United States may exercise extraterritorial jurisdiction when the conduct of such foreign entities "has a potentially adverse effect upon the security and governmental functions of the nation." 39 The Islamic State derives substantial revenues from the sale of oil pumped in Syria and Iraq. Those funds finance its sophisticated global media campaign used to inspire lone wolf terrorist attacks, including attacks in the United States. Foreign firms that provide material support to the Islamic State to rebuild and maintain its oil infrastructure indirectly threaten US national security. The imposition of secondary sanctions against such foreign companies is therefore justified under principles of international law.
Conclusion
The US government's use of E.O. 13224 to reduce the financing of the Islamic State has been largely ineffective. Members of the terrorist organization do not possess property located in the United States subject to blocking, and US persons do not conduct business with such individuals. The SDGT designation process merely results in publicly identifying members of the Islamic State and placing their names on the Treasury Department's "name and shame" list, with little practical consequences. Imposing secondary sanctions on foreign companies that contribute to developing and maintaining the Islamic State's oil infrastructure is a much more promising strategy to reduce the financing of the wealthiest terrorist organization in history. The imposition of secondary sanctions further conveys the message that foreign firms doing business with the Islamic State are indirectly facilitating the funding of the Islamic State and threatening international peace and security.
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